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1.2    LEGAL, ETHICAL AND PROFESSIONAL ASPECTS OF SECURITY 

1. Cybercrime and Computer Crime  

               Computer crime or cybercrime, is a term used broadly to describe criminal activity in which 

computers or computer networks are a tool, a target, or a place of criminal activity.  

               These categories are not exclusive, and many activities can be characterized as falling in one or more 

categories.  

               The term cybercrime has a connotation of the use of networks specifically, whereas computer crime 
may or may not involve networks.  

Types of Computer Crime  

• Computers as targets: This form of crime targets a computer system, to acquire information stored 

on that computer system, to control the target system without authorization or payment (theft of 

service), or to alter the integrity of data or interfere with the availability of the computer or server.  

• Computers as storage devices: computers can be used to further unlawful activity by using a 

computer or a computer device as a passive storage medium. For example, the computer can be 

used to store stolen password lists credit card or calling card numbers, proprietary corporate 

information, pornographic image files, or “warez” (pirated commercial software).  

• Computers as communications tools: Many of the crimes falling within this category are simply 

traditional crimes that are committed online. Examples: Illegal Sale of Prescription Drugs, 

Controlled Substances, Alcohol, and Guns; Fraud; Gambling; and Child Pornography.  

Law Enforcement Challenges  

                   The deterrent effect of law enforcement on computer and network attacks correlates with the success 

rate of criminal arrest and prosecution. The nature of cybercrime is such that consistent success is extraordinarily 

difficult.                               
    

 

 

  



Working With Law Enforcement  

• Executive management and security administrators need to look upon law enforcement as another 

resource and tool, alongside technical, physical, and human-factor resources.  

• The successful use of law enforcement depends much more on people skills then technical skills.  

• Management needs to understand the criminal investigation process, the inputs that investigators need, 
and the ways in which the victim can contribute positively to the investigation.  

 

2. Intellectual property  

 Three primary types of property:  

• Real property: Land and things permanently attached to the land, such as trees, buildings, and 

stationary mobile homes.  

• Personal property: Personal effects, moveable property and goods, such as cars, bank accounts, 

wages, securities, a small business, furniture, insurance policies, jewelry, patents, pets, and season 

baseball tickets.  

• Intellectual property: Any intangible asset that consists of human knowledge and ideas. Examples 

include software, data, novels, sound recordings, the design of a new type of mousetrap, or a cure for 

a disease.  

     Types of Intellectual property:  

 Copyrights  

 Trademarks  

 patents  

  

 
 

Copyrights:  
       Copyright law protects the tangible or fixed expression of an idea, not the idea itself. A creator can claim 
copyright, and file for the copyright at a national government copyright office, if the following conditions are 

fulfilled:  

• The proposed work is original.  

• The creator has put this original idea into a concrete form, such as hard copy(paper), software, or 

multimedia form.  

Trademarks:   A trademark is a word, name, symbol, or device that is used in trade with goods to indicate the 

source of the goods and to distinguish them from the goods of others.  

Patents:  
      A patent for an invention is the grant of a property right to the inventor. The right conferred by the patent grant 
is, in the language of the U.S. statute and of the grant itself, “the right to exclude others from making, using, 

offering for sale, or selling” the invention in the United States or “importing” the invention into the United States. 

Similar wording appears in the statuses of other nations.  

       Types  

 Utility patents  

  

  

  

  

  

  

  

  

                              Fig:  Intellectual property infringement  

    Trademarks   

Unauthorized use or  
colourable imitation  

Copyrights   
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usin g or selling   



 Design patents  

 Plant patents  

Intellectual Property Relevant to Network and Computer Security  

• Software: This includes programs produced by vendors of commercial software (eg: operating systems, 

utility programs, applications) as well as shareware, proprietary software created by an organization for 

internal use, and software produced by individuals.  

• Databases: A database may consist of data that is collected and organized in such a fashion that it has 

potential commercial value.  

• Digital content: This category includes audio files, video files, multimedia, courseware, web site 

content, and any other original digital work that can be presented in some fashion using computers or 
other digital devices.  

• Algorithms: An example of a patentable algorithm is the RSApublic-key cryptosystem.  

 Digital Millennium Copyright Act (DMCA)  

            The U.S. Digital Millennium Copyright Act (DMCA) has had a profound effect on the protection of digital 

content rights in both U.S. and worldwide. The DMCA encourages copyright owners to use technological 

measures to protect copyrighted works.  

Digital Rights Management (DRM)  

            Digital Rights Management (DRM) refers to systems and procedures that ensure that holders of digital 

rights are clearly identified and receive the stipulated payment for their works. Components:    

 Content provider  

 Distributor  

 Consumer  

 Clearinghouse  

 
         



  
3. Privacy  

        The scale and interconnectedness of personal information collected and stored in information system has 

increased dramatically, motivated by law enforcement, national security, and economic incentives.  

Privacy law and Regulation  

Two initiatives  

 European Union Data Protection Directive  

 United States Privacy Initiatives  

Organizational Response  

       Organizations need to deploy both management controls and technical measures to comply with laws and 

regulations concerning privacy as well as to implement corporate policies concerning employee privacy.  

Privacy and Data Surveillance  

 Data transformation  

 Anonymization  

 Selective revelation  

 Immutable audit  

 Associative memory  

  



4. Ethical Issues  

         Ethics refers to a system of moral principles that relates to the benefits and harms of particular actions, and 

to the rightness and wrongness of motives and ends of those actions  

Ethics and the IS Professions   

  
   

Ethical Issues Related to Computers and Information Systems  

  

  

    Technology Intrusion  

Privacy internal to the firm  

Privacy external to the firm  

Computer surveillance  

Employee monitoring  

Hacking  

Ownership Issues  Moonlighting  

Proprietary rights  

Conflicts of interest  
Software copyrights  

Use of company assets for personal benefit  

Theft of data, software, or hardware  

Legal Issues and Social Responsibilities  Embezzlement, fraud and abuse, such as  

through EFT’s or ATM’s   

Accuracy and timeliness of data  
Over-rated system capabilities and ”smart” computer  

Monopoly of data   

Personal Issues  Employee sabotage  

Ergonomics and human factors Training to avoid 

job obsolescence.   

 Codes of Conduct  

 Dignity and worth of other people  

 Personal integrity and honesty  

 Responsibility for work  

 Confidentiality of information  

 Public safety, health, and welfare  

 Participation in professional societies to improve standards of the profession.  

 The notion that public knowledge and access to technology is equivalent to social power.  
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