€S 8199 — CRYPTOGRAPHY AND NETWORK SECLRITY

gNIT— T

—

I NTRaDUCTION

&CJ—LMEH Erends — J_n_Oo.Q, ,Eﬂu‘cafancl ‘Pﬂfﬁfo,u'xma}
A,%padz 4 Qo el {NM Lo gp_wtﬁ ar Mulbple™
Devels, Secroity Pobives - Modal o, Nebwor gecursly -
Secunity altaLs , Sewvies ond mechangms — O3 gecw&fa
asehiteclive — classical hex ption. kechnigues: ubsbhubon
techngues | harwpbsibon bec hrugues; ,Shzﬁ&mﬁvcz_pba‘
Foundabions 4, modstn "“UPb‘a"“ﬁ”’“‘d - porbect
/‘Sec—{«\iika - Lb‘bo'fmabon ﬁ'fo—oma“pmcbld qupt-osdsrem_

%Ptanaﬂam.



Lenovo
Text Box


INTRODUCTION

Nakwoxk, geuﬂftﬁf
x The )Aemﬁ—i% providied b o notwosk ﬁom
uncadForized cac@sb and wb
%Y network o.d minis ba®ors

y 123 to Pﬂ\.() teck
Po'\iaﬂ'hﬁﬂ goensa &J theals.

x Th o the
6 aaﬁopk ’men}j\/e
ety Notwosks §°™
Thpes o Nebuogh _Secnnilyy D003
|. Achve DeVilas : ’
+ Block T suspls Befle
XY

—
_—

o £ sewalls
5 Anbiviaws Ao
% (ontent B ltenfaa tees -

Savies .

2. Pusive Do Vicoy
%:Iot_m’ci{)ao and Aepoit on unwankd lraffec.

B

e
[ ——

» Tnbesén Seleckion @-PPH"‘“"CQ*'

9 ProvenBve Deviws:

% Dovicas Acan TRe rnetwod ks &nd%c\m@ba

potaptial Ascanily problars

x Percliabion Embra RISV

. = VulnwtaE'L% Y‘\an’t G“PPUG‘DQO“S'
A . UﬁvaULcD Thaeal Mamnogement :
x Aexve as  all- L'ruv-orw_ /Secwutéj deancas

By
X ?uéuﬂw, Contend: -[)}lle)inﬁ . web cad\fra ete .


Lenovo
Text Box

Lenovo
Text Box


Croals ol Netwosk Secriby .
x 0t aime to Am::m +hat

Ly Becdie -

—> Wetwoik e euat o lves PADtQCEl?'ﬁ e Mab"’o"“ﬁ;(] )
ﬂ&h‘abi,u% ' thaaﬁta and zSaﬁoJ% N
Aota .

X E'H)a_ck?\/e nebwoik, /Seeuiu;a auﬁwﬁg avmia% 4
| ‘Wmaj'}s w%mm ent&irﬁ Ok /%q?;w_a_oﬁnﬂ on a. nebwoil.
— Tha P;u‘m c@-eo—\ db mtm@;d& be ot 3
condidentiality , Anteguls and Availabilidy
'ﬁ —;LLQ%@PY&QHEZQ:&L cn Tha O'nﬂle%
‘) Cond¢dan balcly
e 'Tcog CDO’)CO—PES_-_.
) Data_condydanbolily:

— Assuses “Hhat F;‘Vaﬁ ok @w&ta&nbaj
d’»bmmah&m i ot made Aaved la_ble ot
Ay clesed o unculhonzed b v dosala:

the enbiie nabuetk

|V,
That alinduals eonhet &
i luance what commalion sdalz) o Tem
ma.U be collecad amd stered and E‘J wham
o Whem That wbownahm mey be

oM

Adsclpsed -

;Q Inleg LL[
 Mouh baini
. and  consiitency b
) Dol Tnkegely: d
Tt cojomation amd. prodrams o

A

/%Péb-buz_d amd aulhorzad

“Fha &dcwi_ac?

amd ONS L
e G



Lenovo
Text Box


) Sd>hm ‘Tnlg ahy

Adsutes "hkx o Aystem rx bam’\b b
LDRH&QA nbunc_[l o T up an P\c»])(ﬁ_ mannet -

2) Aveula E)LQLQLl ;
— o m c:h;
Acyounrces [ sen Vices QaeQ

o The ALeguhb mati  wsead , wrhenovel

e That the daka, net woik
cmhn,uocuﬁ aveulobla

E ho,ga
& \A i }Ltaa -W

Acq e o
LA

o teinot Seconlty
pleals—— e % (mem& daka Cﬂld—tna Hresy Langrisson
H*
i s connoe networks -

oyeL S CJD\\Q,CJ-’\UT‘ 4


Lenovo
Text Box


————

Base ConQ‘Ptg' C,ud ptD [Oad - Pelh C\UP%?%?}WMZQAJ
Coyplegraphy -
) x The Tenk o SAeence ancmfamna The

and methods L'wﬁ-sto mfna an
‘ble amd Then Aefmn&bmmmﬁ that

wntntetl
mestage Q‘acb b b oM nol ‘Lom-

Plaun Text :
" eﬁamoj Lhra,tuaibta Al

Cipher Text:
1 .
x Taans \Tmf—d ey

-Pfu‘no(plm
Lhte_lua{ ble m&%agz

Cophet: on colelligible

x An @lam‘ﬂﬁm ‘bOTL Feanssory

thot 18 anw Jz g bl bﬁ

Mess o Oone
suhshbubon methods -

L‘L&ns,re%%b'o«n and [on

%.* (;\,{tic@\ ermabon ted ba—rha u;fphm,
o e Benden 4 socarver

Pnowomn DﬂLU
Eneiphes [ Entods) |
x Procks o% converh lebkexf o &P]ﬂL'L kext
aing & u‘Phu and a 4@@1
Teccphar @ewo{o.)
ch wle

x Procuws ) wm’@-ﬁ"'ﬂ Ciphoy text ba

P\m_bta)ct u):'ma o Ciphon amd & kbz} _
(vdpramnalys s L Cods bY&kﬁNdb)

v, 5 %La 4, Pxindflezs £ methods 4, W-erﬁmm{na
amn uninte_[h’a{bl,a_ eAs back thte an Lb)zllﬁblr_

mess wHithout Knot L'L&al 4 ~the

Lodoe 5 Kﬂd |

Lode s Ngm e Fuemyforming an Wrelligible moisage oo an
rﬁ @a-— bool .




11

AN}

SECURTTY TRENDS

(oo OO00F bbb} 8bbl Lbbl A6l bbl bl gbbl  TLbl bbbl 0bbl

| Mo www»b_\socvg LOpnuT S&E
. :ﬁ@_ 1 SN0 mc..»%:.&;@ 07 JourD4ul
.m.v SLDFIUY?

bufo0ds 103120d _.\.
— FUOISSDS m&«vﬁd?& “\\
W / é\GUW\m\UQD\N& WQW.@JQ&E\SF_)QR “.,\\\.
g
W. // 51007 LQpVAUT TOK) |
A A DONERY) g\ﬁ& u%_g/%pg_%@ h,., Lz -
B (stosmosg 53210340 500G md@&&%? e
o mﬁamdu SO D PR D)9 ITRIq \ <
&’ 0Y  ANAVHIN 5IMA N s .
3 o} oped azhypuo 03 35@2%34 27 0170 //
& TOHINL SOUUT | BMAILbep 04 dLNN-_
S o’ ;is\_ Spoi0 poatd STPIMS,

¥
\ L @s@é&q\& ?2;5% POUDAPY /. &369%
— suolag L, 2)9v))0L}u0) p)owax povioq mzoﬁ:_z

%8 mMo1pmout Jo uo zamdgob&é;&

£Q£S&§L$ﬁ QQ.Q& CS—,OE\. N?uw..%,;\_ S,ﬁ @SQ\DPQS.& ‘&g;\_OCN /
199} 1010 po g Latsvp L PVUT

| ~SY04Y 5 0
| E?@b& %0 Twioyy

—

Mot - ssgsuﬁ O)9va Lol
[oLuay - MO0 U] BYoRLur Q.TEG
puo proumg) poodiqemdoes

!




J

‘Otll data packets passr'nﬂ H)wmc]h %{vah N2 Lok

Sniffers .
Snl‘ﬂ-fna A5 A proess o mom'bom‘nﬁ ond  Caphuring

PaCK@E S[D_Qi%

Tn TP spocging , o hockey wuses  tools to modxﬂ

CHe gousae  aoldross m e packef zwdu ko maka

<fm voetving Compukey  System frink m pocket i

- tomyoru e
drom a  bvwstd gouree , Such ob o0 tee? (& |

on O Le?c‘h‘ma('Q netwovlke , and  accept 2k

WMCJ*’-LM 805510N8 !~
Cookie Wjack,c% S 1%@ explortation op o valid

|
| ﬁompwwz gession .

Wmlﬂd w:d;e&pmmﬂ‘ aktoacls ;-
The most  frequently wied ounkomaled

; pltocks on@ Cyodenktol Sfmﬁr‘mﬂ.&‘:aupmﬂ. Application
| Loudev DDOS - )

poniod -0f - Sevvite (Dos) odtack:

A Domedd —%-&zwl‘ag oltock 5 o altack

' peank [0 awbkdownr A machwne 0 nelwork,

MW ‘b Inaccessible to ks inkended usess




Evecwkoble code altacles !
The clougiec example 18 an omarl oltochment

COntaL"VLCr\ﬂ molicsous  @xeculable Code. |

Vbt abock !
Vs Ax o .OPQWLSOMWLQ, a%em'[@ss VMMTGJQIII'IH

acanney Writken [n 0to. I anlomafor Secuomty
Vulmwvb:hlﬁ OLVLG’(,%]Q of the Loftware nskabled on |

0 &ﬁrsi-am whielh can bo a burdensome  task dor
Systary odmunistyators o do manually n o pzroduchon

owtsonmenk I

Widesproad attacks on DN Infrasbruckie |

Hijackeng hmg}e volwmes o emaid passwoads
ood oty Lomsitive dodn From  mulkiple ﬁovazmmznlff
ond prtvate  Compomel. |
l
NNTP — Network News Tronsfor Pavtocol |
!
"ﬁwﬂ\ '/achnu.d Smnm'ng techmques : |

Sreodtn - Robbaag
povt Scapning - wged to L&t ppen porrs qnd

Sorvices .
NOtWoy k Scahntng - used to [ror Ip addresces

Vulnevabrl ey gcanmjnﬂ ~wsed to dicoves e
prasente of  lkunown Vulnesakbil s,




|
| vra! I
V\hhd,oﬁxwg -based yemotre COI:z'anllabla TYO jan,s .'

Trojon a5 & bypo O malwar@  thak AR |

Opkan d'@ﬁm@d ak lG?A'HmoJ'O SOpLOONT -
emaulpropogodion of makeious code :
Once  inside you envivonmend-, molicous code

Con  ontos hetwork daives and propogole . Malceious

Code  oan odso teuse nekwosk and meul Loxvey
Ovexlooad by bam&ﬂg omoud messoges ;. Stealung dlata
ond  passwords deleting  docwmerd- Fles, o mad
Jiles o9 paxsswowf’xs; ond gven yepormatting todl
daives
Distyrbuted oltack tools:

Lore (Low Orbit i;;n Conon) LOIC (s one of thu
Mmost Popwﬁaﬂ Doc  pftackarny tools eﬁma% owved lable

g

on e Inleinet
X0 PC.¥03C A5 anottes hAce DOS al'ﬁackf‘ng Foo|

HULKk (HTTP Unbeavable Load la‘”ﬁ)

DD o SIM kLcqu@r 1 opos  Sirmudeto?
R-0 - Daod -Yek

Tos's Hammes

Pyloaie

OWASP D0S HITP POST




Home users  tavgeted
Many gnraynct - Connecked  Copi@ds and  parnted s

wse Huws  protocol
Anti-dovensic  tachmgues
Foelnabing  Antl - Foy onsc Tachnugques to Covoy

| .‘Dfﬂl‘fa[ Footprnks -

Sfczﬁamogmphﬁ \ S’ragano%}vfaplmﬁ j¢ Hwe act (JTT
CUW&M“ﬁ doa In ptau'n gf‘ﬂl}df.

| 'Tmnmu‘na

| y -t

| Diion Rot hg

| Obfuscalton

@ Spooﬁfﬂﬁ

Tnevease  1h womns:

| Worms o mMg ond  oleleto cfr'ws,and?
!Wg can  aven injeck oddiltonal mallitiows Softoare

onto  a  Computor.
Sophisticakad Command ond Contwol !

A Commard —ond - conlvol [c2c] Sorver 45 o

|
|
|
|
\
|
’
|

Compuka Contwplled by an  attacker ov cyporcaimunal
!wm“ch o weed o Send Commands o Sgahamxs

Compaormizad by malware ond vowive Stolen dala
,fwm ) mv%e[' net-woyke




TOP  Trends in 9090 :
C‘faown‘nﬂ Attacks of Reasemewan € £ le'slbuu],

f[rlm‘ﬂ)'ah‘”ﬁ AT, eML ko Cownled Socundhy Thyods
Expandmﬂ Clovd  Secuncty Thaceds

Mawing  Mopile Apps Secuwdty  Risks

Tneeasing  Attacks on 207 Devices

Shrkiig Ctj}ycb'~SQcouiL'FtJ Skills Ctef

Inc:fc;c(,sfn;j InvestimenBs n ijbca"SchﬂFﬁ.




1.2 LEGAL, ETHICAL AND PROFESSIONAL ASPECTS OF SECURITY

1. Cybercrime and Computer Crime

Computer crime or cybercrime, is a term used broadly to describe criminal activity in which
computers or computer networks are a tool, a target, or a place of criminal activity.

These categories are not exclusive, and many activities can be characterized as falling in one or more
categories.

The term cybercrime has a connotation of the use of networks specifically, whereas computer crime
may or may not involve networks.

Types of Computer Crime

Computers as targets: This form of crime targets a computer system, to acquire information stored
on that computer system, to control the target system without authorization or payment (theft of
service), or to alter the integrity of data or interfere with the availability of the computer or server.

* Computers as storage devices: computers can be used to further unlawful activity by using a
computer or a computer device as a passive storage medium. For example, the computer can be
used to store stolen password lists credit card or calling card numbers, proprietary corporate
information, pornographic image files, or “warez” (pirated commercial software).

* Computers as communications tools: Many of the crimes falling within this category are simply
traditional crimes that are committed online. Examples: Illegal Sale of Prescription Drugs,
Controlled Substances, Alcohol, and Guns; Fraud; Gambling; and Child Pornography.

Law Enforcement Challenges

The deterrent effect of law enforcement on computer and network attacks correlates with the success

rate of criminal arrest and prosecution. The nature of cybercrime is such that consistent success is extraordinarily
difficult.
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Working With Law Enforcement

* Executive management and security administrators need to look upon law enforcement as another
resource and tool, alongside technical, physical, and human-factor resources.
*  The successful use of law enforcement depends much more on people skills then technical skills.

* Management needs to understand the criminal investigation process, the inputs that investigators need,
and the ways in which the victim can contribute positively to the investigation.

2. Intellectual property
Three primary types of property:
* Real property: Land and things permanently attached to the land, such as trees, buildings, and
stationary mobile homes.
* Personal property: Personal effects, moveable property and goods, such as cars, bank accounts,

wages, securities, a small business, furniture, insurance policies, jewelry, patents, pets, and season
baseball tickets.

* Intellectual property: Any intangible asset that consists of human knowledge and ideas. Examples
include software, data, novels, sound recordings, the design of a new type of mousetrap, or a cure for
a disease.
Types of Intellectual property:
> Copyrights
»  Trademarks

> patents

Patents

Unauthorized makine.
using or selling

Trademarks

Unauthorized use or
colourable imitation

Copvrights

Unauthorized use

Fig: Intellectual propertv infringement

Copyrights:

Copyright law protects the tangible or fixed expression of an idea, not the idea itself. A creator can claim
copyright, and file for the copyright at a national government copyright office, if the following conditions are
fulfilled:

*  The proposed work is original.

* The creator has put this original idea into a concrete form, such as hard copy(paper), software, or
multimedia form.
Trademarks: A trademark is a word, name, symbol, or device that is used in trade with goods to indicate the
source of the goods and to distinguish them from the goods of others.
Patents:

A patent for an invention is the grant of a property right to the inventor. The right conferred by the patent grant
is, in the language of the U.S. statute and of the grant itself, “the right to exclude others from making, using,
offering for sale, or selling” the invention in the United States or “importing” the invention into the United States.
Similar wording appears in the statuses of other nations.

Types

> Utility patents




> Design patents
> Plant patents

Intellectual Property Relevant to Network and Computer Security

* Software: This includes programs produced by vendors of commercial software (eg: operating systems,
utility programs, applications) as well as shareware, proprietary software created by an organization for
internal use, and software produced by individuals.

* Databases: A database may consist of data that is collected and organized in such a fashion that it has
potential commercial value.

* Digital content: This category includes audio files, video files, multimedia, courseware, web site
content, and any other original digital work that can be presented in some fashion using computers or
other digital devices.

* Algorithms: An example of a patentable algorithm is the RSApublic-key cryptosystem.
Digital Millennium Copyright Act (DMCA)

The U.S. Digital Millennium Copyright Act (DMCA) has had a profound effect on the protection of digital
content rights in both U.S. and worldwide. The DMCA encourages copyright owners to use technological
measures to protect copyrighted works.

Digital Rights Management (DRM)

Digital Rights Management (DRM) refers to systems and procedures that ensure that holders of digital
rights are clearly identified and receive the stipulated payment for their works. Components:

> Content provider
> Distributor

» Consumer

» Clearinghouse

.@ DRM Components

—> Information flow

====3 Money flow




DRM System Architecture

Rights Service Consumers
holders prowders
A\ 4 A 4
Service interface

—
Identity Content Rights
" 2 4 4
A A A

A 4 A 4 Y

Systems interface

Security Authentication Billing Deliver
Encryption| | Authorization Payments y

ééé

3. Privacy

The scale and interconnectedness of personal information collected and stored in information system has
increased dramatically, motivated by law enforcement, national security, and economic incentives.

Privacy law and Regulation

Two initiatives
» European Union Data Protection Directive
> United States Privacy Initiatives

Organizational Response

Organizations need to deploy both management controls and technical measures to comply with laws and
regulations concerning privacy as well as to implement corporate policies concerning employee privacy.

Privacy and Data Surveillance

Data transformation
Anonymization
Selective revelation
Immutable audit
Associative memory

VVVVYY

* Contains associative memory index (AMI)
« Update in real time

:

User query

Cross-source

privacy

Privac,

y

appliance

il

Government
owned

gure 23.5  Privacy Appliance Concept

Independently
operated

Privacy Data
appliance

* Authentication

® Authorization

© Anonymization

¢ Immutable audit trail
® Inference checking

o Selective revelation
 Data transformation
* Policy is embedded
® Create AMI




4. Ethical Issues

Ethics refers to a system of moral principles that relates to the benefits and harms of particular actions, and
to the rightness and wrongness of motives and ends of those actions

Ethics and the IS Professions

The Ethical Hierarchy

Ethical Issues Related to Computers and Information Systems

Privacy internal to the firm
Privacy external to the firm

Technology Intrusion Computer surveillance
Employee monitoring
Hacking
Ownership Issues Moonlighting
Proprietary rights

Conflicts of interest

Software copyrights

Use of company assets for personal benefit
Theft of data, software, or hardware

Legal Issues and Social Responsibilities Embezzlement, fraud and abuse, such as

through EFT’s or ATM’s

Accuracy and timeliness of data

Over-rated system capabilities and ”smart” computer
Monopoly of data

Personal Issues Employee sabotage
Ergonomics and human factors Training to avoid
job obsolescence.

Codes of Conduct

Dignity and worth of other people

Personal integrity and honesty

Responsibility for work

Confidentiality of information

Public safety, health, and welfare

Participation in professional societies to improve standards of the profession.

The notion that public knowledge and access to technology is equivalent to social power.

VVVVVYVYY
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